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Design and Validation of Universal Access Control Signaling Protocol

Based on Next Steps in Signaling
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Abstract: An access control protocol is proposed based on the NSIS technology after studying the
demands of equipments traversal and dynamic defense. The protocol consists of seven modules
with different functions. Message types., data objects and operation process of the protocol are
presented. The message types include request, response and error message. The request message
is mainly for setting up different access policies, and the error message is mainly for returning er-
ror when authentication failure or message error occurs. Performance of the protocol is tested and
verified, and the results show that the proposed protocol has the advantages of logical validity
with acceptable cost. The access control information is safely and reliably transmitted based on
the use of NSIS signaling mechanism.

Keywords: access control; next steps in signaling; device traversal; dynamic defense

AR P K VT B A R MR RITR

R SRR AR A TR

BLLH RGHR A3 5 X 7 1) 4 1) 15 £ A T4 O H RTRIESY
(AR L ] PR b 2 A o T 2 i TR AT TR
(IRIFFE » I HLEUS T — 2 0 . a7 [l 4 1l i 4
SRR, IR TR TARE /N (ETE) 842 i 17—
S ) & 2 Y, Pan 28 N0 T B 8h 1Pv6
PRI Bl ok K% 28 4 7 35, Mihai Aurel 4387 T
SIP (2317 A& AL PSO 38 15 25 6 v 18] 65 7 1) 88 K H A

Wk FL9): 2008-07-29.  AEF A
FEARBE A B B (60602061) ; [H 5

PEAE TS HIAFAE 2 BB B X R BT TR R 7l 3t
FEARFESANERTRERTFHFRKLLFE
(OPSEC) il &% fig *F- 5 (TOPSEC) Fil fiij 51 [
KA PN (SNMP) (B S B R, B e it % 4
WA B LB sh A . SR 000, Fh ) RT 4  AYBX S b
B Z 38 FPE T SNMP B9 5 R TE 42

25 1 ik s B Ry R4 SR 6 T 5 R A

R4S X (1972—) B i+A s B E (B RN B 82 A 30, R4TH. |H
ER AW & iR %: Bh3 B (2006 AA01Z413).



55 4 39

A5 3. 45« NSIS i F 5 el i 15 4 B B B 5 30 Tk 35

A Gl YRS TH AR A A — S ), B R Ak Tl
ST AT T 2R A B AN E F T BAR 1 B
T AR AASTE FHF 2. e 25 0 R B A A
XU 142 5 25 R A 1, JIT LA b B2 48—k ok, D
A 50 25 AR B A3 - 5.

ARSCBET LT SRS B AR SR — 7 ) o
fHEAIML B T — R oK.

1 NSIS yi a6l {5 A sk it

R T A R4 QoS e 4 ANV 55 45 )7 T
BRI R IETE Bior T F — 4R 45 4 (NSIS)
TAEL, LA ST AT 5EAT 4 JR 9 NSIS f& & 45
F UL B WML S B .

NSIS $05 4 Uil 53k 2 2, B NSIS 1% 4 )2
(NTLP) Al NSIS {54 )2 (NSLP)'), NTLP 37 F
R W E A R B AT R AR I 1A% i A4 il B
WZ bk FIRR G A A2 4 n 58 SIS M
AL G O NSLP 2 & T RF 1
NSIS {54 P, 3 2215 A PR SBR[ 1 D) fg. 15
A3 B NTLP $24 03 1 gk F 715 4.

NSIS ] A il e B R 2 4 0] 58 14 . A
SCHE 5 T % 38 F U7 1) 4% i NSIS {5 4 )2 1
(UAC- NSLP) ) H 152, 7843 FI] H NSIS #E 42 4
4 NEE  RIE B VRAN A D I AR R
JE o TIPS U ) 42 1 35 5 A9 2 i AR BEL 1 b 26 B g —
LA, SIS X 46 s Il 42 il 48 sh A L 2 TR I G 1
(Egiin

UAC- NSLP & ST s I8 B 28 AL E i X
GOMPAT I R, b o 8 S R A 4 T T SR T B
REQ. B & N2 B REP fis5 21 5 ERR. Bt &1
K REQ F ke 4515 [ 42 i 15 28 38 58 A [ 1) 7 [ 42 11
AW s T & 02 REP &2 XF REQ 78 B i) [ ; ERR
TH 8 F B AR SR G sl 5 A 2 {5 20 B A e
IR LR R SRy T XSGR T A B ek B
IR FR RS I LA, I3 1.

A1 WBURR LA

e B

7

NI NSIS 4 B &4

NF NSIS ¥ B &7 5

NR NSIS 74 B0 )57 55 15
Certy T A R
REQ e BRI
REP =R U 2STEPE
ERR IR THE
MAC TH B IATERYS

PRI AR E 1 R, K77 B2,
7 AAL T A IR e 2 I A T g A SR
W g3 AR S NT Y &, AR F & 3% REQ. W REQ
Fik NF 95 81, NF AR5 7 2 REQ #H474b 2, 4n
HEAT SR TC SRS R 4% & REQ. 412k REQ %
ik NR 75, NR W™= A4 — A4S R4 B REP, Jf 1R

REP, AR YETE Z b 4740 ], JF- Ut i 42 7% & REP.
USRS N5 5 30 3] REP, W17 [l 4 4 e 238 ok
SERR. BRAESS A I MR 2 B i, NF ol
NR X} REQ s # REP S 7SR 1A A S5 b B
U YA AR M 2 K A 3 152 L TR 0] ERR 78 8.

PRSI B PR ES R U 2 iR, i A AL BRAR
Bede ki A 4340, R NSTS W 8L L 5652 4538 FH
HIR MGG 2L HE ML (GIST) A #EZE. GIST b
PHAS A BT R NSLP 23 B, i )2 UAC
NSLP, ] % % UAC- NSLP 4h¥8 #%. UAC- NSLP
AE PR AT UAC_ NSLP {5 B, 40075 2 k7T &
A KA B 5% 45 UAC- NSLP i FHACHE. 45
Tl S M ASTHR R R 1 oK 2 5 AN . LR 48 A b i
FEMEVF ] A Fe vV EAT O W3R UAC- NSLP
PRI A 1 e 92 Tl B R0 8 A 7 14 A D).

T EENH

e 2 9y 1k .
& 437 5k

NI

NF @ NR tNF NI

ERR

ERR |
NF

B 1 UAC_NSLP e

UAC_NSLP) UAC_NSLP -
g [T mppm [T EHRE

1

é i ,
Bl e NG i 17) 44 LR ) B R
i e e e e K R
— R - FAW; == BHNEER

/{2 UAC NSLP %5 5 N 745

http: / www. jdxb. cn



s

36 [E3

543 &

2 UAC_NSLP PSR F563E 53 #r

2.1 UAC_NSLP {j Petri [ #i4 Fn 447

BT Petri W (14 P BB AL 50 B 7 i A A
B T T AR IR A 3z ) T
FIH Petri %) UAC- NSLP P AT A R g0 ik
AT B ST X Petri W AP EE BT HIAE I A9 bR 40
% 2 .

%2 Petri M ¥ & o 55 i 69 AR R A5 50

FRIAST PERT /A5 X
P NI 4f¢ &% REQ
P, NI 1351 REP
P, REQ 7E{F1#
P, 2 REP 7E {538
Ps 2 REP fE{5 3 H
P; NF %1 REQ
P; NF %#¢ 50k REQ
Py NF % A¢0 REP
P, REQ 7EfFiH
P I REP {53 H
Py 3 REP fE{53#E H
P, NR SREZIL REQ
P NR “FF5iE REQ
T NI %% REP
T, NI F2 134232 ) REP
T, NI 425 5] 2 % REP
T, NF #1053 REQ
Ts NF 4% REQ
T; NF 0 3] 3) REP
T NF %1%k M REP
Ts NF 1y 5] REP
Ty NR #1055 REQ
Ty NR k%5 (1) REP
T NR %%k REP

AR 2 i % BT FIZZ 5T ] LS 3] UAC-
NSLP fy Petri [, 4018 3 firn. REGIT I IAT
i NINF FI NR 4k T2 AR (Prs Pos Pro)
NI 752 A% REQ M B A rS . sl i T, figh % 7517
P .

B 3 UAC- NSLP (¥ Petri P4k

FIFH AT IA B A BB L AT A3k 1S UAC- NSLP
(AR AR P e T SRR B r] g UAC- NSLP A
A ARG e A AT .

Mg Petri (44, ] 15 3] UAC- NSLP & 2
Petri PF 74 i 5C 3R [ 5 SC 3R 0 [, ] Lot
UAC- NSLP #4742 5 534t

FIHIC" « X=0r, H 0 B4R 0 T-
o] £, C Ry OCIRAE M, AT A5 3 T T 3 4> S-S ik

$ =1,1,0,0,0,0,0,0,0,0,0,0,00"
s, = (,0,0,0,0,1,1,1,0,0,0,0,0)7T
S, = (0,0,0,0,0,0,0,0,0,0,0,1,1)T
R m(P,) +m(P,) =1
m(Ps) +m(P;) +m(Pg) =1
m(Pyy) +m(Py3) =1

3ANPERTAAS B, NILNF I NR 2% [ X L
(1 A PRI Token 555 T H %% 1, AT ARIIE T B
WA REPE T AE PR SOB A7 7 b i P B S i I
KA SR B RS SR .

FIHIC « X=0, Hrh 05 S5 540 0 1Y S— |n]
i, NS N T- A8

T, -(1,1,0,1,1,1,0,0,1,1,0)
T, -(1,0,1,1,0,0,1,0,0,0,0)
T,-—(,0,1,1,1,0,0,1,1,0,1)

Xt A MRTERIRAS Mo (m(P)=1,m(Ps) =1,
m(Py) =1 MK BBUL T Q » B AT 35 bR R 7 #
My =M,+WQx \M,=(1,0,0,0,0,1,0,0,0,0,
0,1,0" M& . TE# P Q=T , T, . T}
PIVERTE » X R GRS AT LAl 21 3R GE) AR R A S 3 S
P R G A,

2.2 UAC_NSLP thil¥EE > #7

ZE Linux 33T, 3T NSIS #hisl sk % UAC-
NSLP B Re#EAT 1T 50, M, 8 NT-
LP 2200 kB 35 o 180 s, NSLP JZ kil #i %1k

http: / www. jdxb. cn



55 4 39

A5 3. 45« NSIS i F 5 el i 15 4 B B B 5 30 Tk 37

BN 90 s KA RE S B TE . OCPU {H A=, Al
IMSGHRR T CPU B LR s @ NAEIE FH R, B R
HERRIHAE N AE I R /N s O AL FR IS [E] B NF 75 53 %F
NSLP {5411 B i 4b BER 7] 3 @ -2 238 g 57 B ]
BIA NI &% 251 g 1E R B 28] NR R
TH 8 2 [A] (A 42

Wkdm 50 3 15 550, 7 2 - NI<>NF<>NR.
R T A B Eh s AT AT AR S i oy ML) NSIS
{54 WM NAT/FW._ NSLP #4757 PERE FL . 7EXF
UAC_NSLP #p f1 NAT/FW_ NSLP #3138 1 3%
BF, &3 T 2 500 2N R B TE #ESL I K I AH R &
BT 2 500 4 UAC. NSLP #pi REQ 34 4 i
NAT/FW_NSLP #p ) CREATE 4 4.

CPU F| R ZE R w4 Jios , WA FI R
M Zs R A 5 s, INE 4.1 5 AT LUF i, CPU
() ) ST 0 AT TR Ay 2 0 50 1 18 T 2 1 K.
Bl S TEECR 3, AR A P L X
BN R ZN B — 2N R B SR dE R A IR A 1)
2308

.4 —=- UAC_NsLP

£ | —a- NAT/FW_NSLP

= TA gl R oA YA,
= YT

D2

Ay

&)

—

1 1 1 1 J
0 500 1000 1500 2000 2500
21

Kl 4 NF 95 &/ CPU BN

101
—=— UAC_NSLP
—+ NAT/EW _NSLP
" _
S 5 A
B
i
[
= 4
=
1 1 1 1 1 J
0 500 1000 1500 2000 2500

SR

K5 NF 555 0 A RIS B

TR AL PRI E] P 6 Fr 7R, F- 22l g <7 i (]
e 7 R, NI 6,18 7 &  NEF 45 5% NSLP {5
A TH S A Ak BN 8] I 35 A I 2 T SO A 18 i
RALAE 36 ms B 3T WS A7 304 2l 5 Bl 3 23 35 %0 1 1
I 2450 T B ) SRR L TR X R
NTLP JZ R 4Efr a2 b BRI MEA T 230 b8 3
B NSIS i 2 AR BA 7 R SE R, i8] AFE i UAC-

NSLP il [l NAT/FW_ NSLP Bl i P RE -5 A
B ZE AR X R UAC- NSLP Hris i) P BE T 4

Jen] DIHESZ R
0.06(
5 —=— UAC_NSLP

mz 0.05F  —a— NAT/FW_NSLP
Ee
Fg 0-04F — e a4 .
& 0.03

0.02 1 1 1 1 J

0 500 1000 1500 2000 2500
SIEH
K6 FEH B AL H A]
0.06
-a— UAC_NSLP
w
1a2 0.05 —4— NAT/FW_N‘S_LE. S—
4ME 0 04:l_=l——l-—'._=
By
Bra 0.03f
1 1 1 1 J
0025 500 1000 1500 2000 2500
KUEH

7P i

3 45 it

K NSIS AN 2 00 45 588 1 D7 Rl 2 ) o
DRI T 268 U Im) 4 1 45 4 0922 4Ll S A% . 2T
NSIS AL B 5 T 42 ) 45 BRAG SR 1 a8 28l 5 42 42
PG —BA5 P & eI T nl R Gl A R
P 245 B4 Uy [R) 45 1) 45 B BE T Petrd SR HIE T RY
(O IEA P R R BRI LT BR T PR B TR A 5
PERE LA 2 W] T IRl A5 1. N — 2R T
VR 5 ) ) B0 D50 R 52 BT — A 2% 3l
ENIEHIENR N

S 30k

[1] ROSENBERG J, WEINBERGER J, HUITEMA C, et
al. STUN — simple traversal of user datagram proto-
col (UDP) through network address translators
(NATs), RFC 3489[ R]. Reston, VA, USA. Inter-
net Society. IETF, 2003.

[2] ROSENBERG J, MAHY R, HUTIEMA C, et al.
Traversal using relay NAT (TURN), draft-rosenberg-
midcom-turn-08[ R]. Reston, VA, USA: Internet So-
ciety. IETF, 2006.

[3] ROSENBERG ]. Interactive connectivity establish-
ment (ICE): a methodology for network address
translator (NAT) traversal for offer/answer proto-
cols, draft-ietf-mmusic-ice - 15 [ R]. Reston, VA,
USA: Internet Society. IETF, 2007.

http: / www. jdxb. cn



38 [T i I N S SO 14 %43 %
[4] PAN Jianli, CHEN Shanzhi. A mobile IPv6 firewall et al. Next steps in signaling (NSIS): framework,
traversal scheme integrating with AAA[C]//2006 In- IETF RFC 4080 [R]. Reston, VA, USA. Internet
ternational Conference on Wireless Communications, Society. IETF, 2005.
Networking and Mobile Computing. Piscataway, NJ, [9] SCHULZRINNE H, COLUMBIA U, HANCOCK R,
USA: IEEE, 2007:414-420. et al. GIST: general internet signalling transport [ EB/
[5] MIHAI A, CERNAIANU D O. NAT/firewall trav- OL]. [2008-06-10]. http: // www. ietf. org/internet-
ersal for SIP: issues and solutions[ C// Proceedings of drafts/draft-ietf-nsis-ntlp-15. txt.
International Symposium on Signals, Circuits and Sys- [10] &, iz, ALAMM J, %5 T Petri MAg TCP
tems. Piscataway, NJ, USA: IEEE,2005; 521-524. PR WA Y [T ] VY238 R 244 2006, 40
(6] T3C&A. ARKNYSZ2P I FEESR (D] W (6): 659-662.
22 P Tl K2 s BBk 55 AR 24 B, 2006. GAO Lei, ZHANG Deyun, ALAM M ], et al. Anom-
[7] FU Xiaoming, TSCHOFENIG H, HOGREFE D. Be- aly detection model based on Petri net for TCP proto-
yond QoS signaling: a new generic IP signaling {rame- col [J7]. Journal of Xi'an Jiaotong University, 2006 ,40
work [ J]. Computer Networks, 2006, 50(17);3416- (6): 659-662.
3433, ik W)
[8] HANCOCK R, KARAGIANNIS G, LOUGHNEY ],

http: / www. jdxb. cn



